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[bookmark: _Toc5701062]Introduction and Enterprise Integration and Data Service Standards Overview
This document supports Yale’s Operational Excellence initiative by establishing technology standards to support consistent, repeatable, secure, and reliable service delivery across ITS. This document specifically has a three-fold purpose:
a) To help solution designers, application developers, and project teams easily engage with the ITS Integration and Data Services team and to better understand the rigor and structure that defines its standards and practices in this space.  This includes platforms and tools, decisions trees  guiding principles, strategies employed, and the governance processes and structures that exist.  
b) To help ITS management and technology archites better understand the structures and standards associated with Enterprise Integration Architecture (i.e. ESB, ETL, integration tools, etc) and data services.  It will provide the guiding principles, frameworks, and best practices needed to make informed decisions and to help support any intended future use, in regard to development and use of enterprise integrations and data services.   
c) To help application developers and project teams that wish to leverage their own resources in the integration and data services space.  The intention is that this document will help to provide some of the principles, standards, and best/shared practices that should be considered in their development and implementation of solutions.  Consideration should be given to also look at leveraging the tool sets and strategic platforms available, as well as the use of any decision trees that may help in the overall architecture of their solutions.

This document will be maintained over time, to keep up with the ever changing technology landscape and to ensure the latest and greatest information is included and available.  In addition, improvements recommendations by readers and users of these standards and best practices will be evaluated and incorporated into future updates.   Please send comments to ITS.Data.Services@Yale.edu.  

[bookmark: _Toc5701063]Governance & Compliance
The awareness of these standards and shared practices along with the adherence and adoption of these standards will be governed and administered through a variety of channels.   
TAC:  The Technology Architecture Committee (TAC) will help to ensure that there is awareness and visibility of these standards for any future projects and initiatives that come through the ITS Gating Process.  They will assist in establishing the connection between the projects and groups like the ICC (see below).   Additional information can be found on the confluence site: https://yaleits.atlassian.net/wiki/spaces/STAN/pages/803668001/TAC
ICC:   The Integration Competency Center (ICC) is the central governing body for data services and integration platforms and tools.  The ICC will also help to ensure visibility and adoption of these standards.  The ICC is available for enablement and support for application teams.  They will work with all areas to either support or help take on development and support activities (if able).  Additional info can be found on Yale’s developer portal:  https://developers.yale.edu/ or https://yaleits.atlassian.net/wiki/spaces/BASP/overview
PMO:  The Project Management Office (PMO) will also have an active role in understanding what projects may need engagement during the project portfolio process.  They can in turn help to provide awareness and use of services in addition to how they should be engaging with the appropriate governing bodies through the ITS Gating process.
ISO:  Yale’s ITS Information Security Office (ISO) will continue to be another mechanism to help ensure adherence to predefined standards through processes such as the SDR.
TAST:  The Technology Architecture Standards Team (TAST) is a committee that has been initiated and formed under the current CIO to look across our technology landscape and to help in identifying areas for standards and shared practices.  This document, along with many others, has been discussed and reviewed with this group.  Additional information can be found on the confluence site: 
https://yaleits.atlassian.net/wiki/spaces/STAN/pages/803700826/TAST

[bookmark: _Toc5701064]Inputs
Throughout this document there are references, links, or attachments included to many other artifacts, templates and repositories created prior to the development of this document.  The artifacts that are noted in this section will not be found or referenced anywhere else throughout the document, but may provide useful information if needed.  
· Workday@Yale Technology Workstream Integration Strategy
 This document was created during the Vision/Plan phases of the Workday project with focus on system integration across Yale’s application ecosystem and established the principles, frameworks and best practices in the Workday integrations space.

· ICC Strategy Story
 This document provides an overview into the ICC.  Specifically, it covers what the ICC is, what the benefits and advantages of an ICC are, who comprises the ICC, what services the ICC offers and what role the ICC can play in helping other areas and teams.

· Data Services Confluence Site
	Document
	Document Location

	Workday@Yale Technology Workstream Integration Strategy
	Workday @Yale

	ICC Strategy Story
	


	BSG Application Services Public Confluence Site
	https://yaleits.atlassian.net/wiki/spaces/BASP/overview


	Enterprise Guiding Principles (Confluence Site)
	https://yaleits.atlassian.net/wiki/spaces/STAN/pages/781156666/Architecture+Principles+DRAFT


This site provides a great deal of information relating to the platforms and their respective standards.  In addition, information on enterprise services such as service contracts, how to test services and things like service version notes can also be found here.  Information on the process and required forms for requesting access to data in the PeopleHub and COA (Chart of Accounts) are also available here.

· Enterprise Guiding Principles
 Several guiding principles are noted in this document and are specific to the integration and ETL space.   There are however, many guiding principles that span across ITS and are not specific to any one area or service.   These enterprise guiding principles can be accessed through the link in the table below.
* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs team.

[bookmark: _Toc5701065]Integration and Architecture Scope
[bookmark: _Toc5701066]Scope
This document includes inputs from many other sources and will be referenced accordingly.  The scope of this document includes all areas of Enterprise Integration Architecture and Data Services.  More specifically, this document covers areas such as the integration platforms and tools that are in use here at Yale.  In addition, this document references information and other locations for ETL standards and shared practices.   There is also an emphasis around the use of enterprise data services (SOA (Service Oriented Architecture) Service Design) as well as information specific to the application developer portal for consumption and development of APIs.   Some of the deliverables that are included in this document are:
· Current state infrastructure / landscape diagrams
· Decision trees
· References to other informational resources (i.e. Confluence, SharePoint, ETL, etc.)

[bookmark: _Toc5701067]Engagement
Links and attachments are referenced throughout this document.  The ICC / Data Services and APIs Team can and should be engaged to support any of the following:
· To simply help talking through any questions or concerns
· To offer platform / service support and development guidance 
· To help design, build or test services (w/ potential enterprise applicability) 
· To initiate access and document consumer SLAs in consuming existing services or APIs
· To assist in any future integration and platform tool analysis and evaluations

Engaging with the ICC / Data Services and APIs Team is simple and easy.   Tickets should be submitted to the Data Services and APIs team through the ServiceNow portal using the following service offering path:  Technical Services for Developers  Integration Services Data Services and API’s.    Additionally, any questions or support needs can also be directed to the ITS.Data.Services@Yale.Edu Outlook group.

[bookmark: _Toc5701068]Assumptions
The Enterprise Integration Architecture and Data Services makes the following assumptions:
· Existing strategic platforms are to be leveraged where and whenever possible.  Refer to section 3 Guiding Principles in this document (example: Integration Principle #6).  New integration platforms or tools not specified in this document will be considered for inclusion in the standard where appropriate business rationale exists, as service introduction planning is complete and when necessary approvals (i.e. TAC, ICC, ISO, etc.) are secured.
· Decision trees have been provided at the end of this document.  To help provide guidance in making informed enterprise integration and data service decisions.   The data services team is available to assist further (see section 2.2 Engagement). 
· The service seeks to reuse components where possible and leverage existing tools, skills and experience in this space in order to optimize the business value to Yale
[bookmark: _Toc367446231]
[bookmark: _Toc5701069][bookmark: OLE_LINK3][bookmark: OLE_LINK4]Constraints and Limitations
There may be scenarios or use cases that may fall outside of the current standard.  In those situations, teams should still collaborate with the service owners to identify the best possible solution(s).  Evaluation of exceptions are made on a case-by-case basis in consultation with the ICC and/or the TAC for approval and documentation.   Decisions regarding integration choices may be constrained by the following factors: 
· Application limitations (i.e. inability to support web services)
· Service limitations (i.e. volumes and performance requirements)
· Platform or tool dependencies

[bookmark: _Toc5701070]Dependencies
Much of the work outlined in this document is specific to the following service / service offering:
· INTEGRATION SERVICES > DATA SERVICES & APIS

There are a number of additional services / service offerings that support the service mentioned above.  They include:  
· PLATFORM SERVICES > ENTERPRISE PLATFORM ADMINISTRATION
· INSTITUITIONAL REPORTING AND ANALYTICS > BUSINESS INTELLIGENCE > DATA MANAGEMENT

The Data Services and APIs service offering has dependencies on several other service offerings and other applications.   Application / System areas leveraging the work of this technology space include many of the following: 
	Yale College Website
	Egencia for Business (Expedia)

	Infor (ILM)
	eHisto

	Teaching Assignment Management System (TAMS)
	HAUS

	Papercut ID Sync
	BMS Common Look up tables/ Functions (Com_People - YSM)

	Yale Alert
	Voyager

	Canvas
	Clinical Effort Reporting

	System Center Configuration Manager (SCCM)
	ITG Hub (T32 Grant Proposal System)

	GSPS
	EHS Integrator

	Spinup
	 Pinnacle

	GetRoles Service
	ServiceNow

	OrgSync (Campus Labs)
	Banner General

	Access Control - Symmetry Security System (from AMAG)
	 Facilities (FET, FWR, FAMIS)

	Yale Affiliated Hospital Physicians Lecture Scheduling (YAHP)
	 Message III

	Reservations
	CardSmith

	Laboratory Order tracking & Instrument Scheduling (LOTIS)
	Council of Heads of College (COH) formally known as Yale College Council of Masters (Fellows Database)

	TapRide (Formerly Trapeze)
	Yale College Standing Committees (YCSC)

	MSCLAV Media Services Classroom AV
	 YUAG Photo Gallery



[bookmark: _Toc5701071]Risks
· Application areas that implement non-standard integration and data solutions inhibit operating at scale and add to Yale’s technical debt while also incurring additional costs.   Therefore, exceptions are considered under the IT to Business Alignment Principle to ensure the best outcome for Yale.
· Lack of awareness regarding the standards and shared practices as well as not employing governance procedures (or adherence to standards) or shared practices for integration development.

[bookmark: _Toc5701072]Guiding Principles
The following guiding principles are used to inform the decision-making process and management of Enterprise Integration Architecture and Data Services.  These principles are meant to guide Yale in using best practices for implementation as well as ensure the integration methodology aligns with the strategic objectives.  They aid in determining the appropriate integration type during the analysis phase as well as influence design choices during the build phase.  There may be use cases that could bring some guiding principles into conflict.   If so, the integrations team will attempt to choose the solution that provides the most overall value to the project.  This value could be realized in efficiencies in any of the areas of time, quality, cost or Total Cost of Ownership (TCO).  This may also lead to valid exceptions to these guidelines.  Any exceptions will be documented and will trigger a review of the decision framework.  Please refer to section 2.4 Constraints and Limitations.

[bookmark: _Toc5701073]Enterprise Specific Guiding Principles
ITS has ratified a number of enterprise guiding principles.  These principles are referenced throughout many technology standards being developed here at Yale and apply to all ITS standards and technology architectures. 
· ITS to Business Alignment
· Business Continuity
· Compliance with Policies and Standards
· Interoperability
· Information is Secure
· Information is Shared
	Document
	Document Location

	Enterprise Guiding Principles (Confluence Site)
	https://yaleits.atlassian.net/wiki/spaces/STAN/pages/781156666/Architecture+Principles+DRAFT


[bookmark: _Hlk2607427]* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs Team.

[bookmark: _Toc5701074][bookmark: _Toc527361047]Integration Specific Guiding Principles
[bookmark: _Toc534640104][bookmark: _Toc534641451][bookmark: _Toc534641798][bookmark: _Toc2339780][bookmark: _Toc2694525][bookmark: _Toc2779134][bookmark: _Toc5701075]Integration Principle 1:  Integrations are aligned to business requirement needs
Description:  Integrations must be based on business requirements in order to ensure business alignment.
Rationale: Integration and data services maintain a high number of integrations. Each integration has a set of requirements in regard to change management, quality, and performance. Ensuring alignment to business requirements makes sure that integration and data services runs efficiently and that investments in the service are valued by the business.   
[bookmark: _Toc527361048]Implications:  Integration and data services must continuously change to meet the information needs of the business. Therefore, services must be identified through collaboration with the business and verified that they satisfy specific business requirements and goals.    

Integration Principle 2: Integrations are designed to be simple and reusable  
Description:  Integration and data services will be most effective if they follow Yale’s enterprise architecture approach of building services with loosely-coupled, modular, and reusable components. Design choices should favor both simplicity and potential for re-use while simultaneously meeting all business and University requirements. 
Rationale: Keeping integration design simple reduces both development time and ongoing maintenance costs.  Utilizing reusable components reduces the overall costs for implementing and maintaining integrations. Modular components increase the systems' ability to adapt to different evolution needs by  isolating the impact to fewer affected modules.


[bookmark: _Toc527546513][bookmark: _Toc534640105][bookmark: _Toc534641452][bookmark: _Toc527361049]
Integration Principle 3 – Integrations are secure 
Description: It is vital that the University’s information is adequately protected. Sensitive data must be handled securely at all times.  For more information concerning Yale’s Security and Confidentiality requirements go to:  https://your.yale.edu/policies-procedures
Rationale:  The use of appropriate and production-grade security methods will ensure that Yale is simulating true production conditions and is therefore both testing the efficacy of security measures as well as extending those measures to the test environment.   Integrations should only have access to the data and web services required to perform their function. 
[bookmark: _Toc527361051][bookmark: _Toc527546514][bookmark: _Toc534640106][bookmark: _Toc534641453]Implications:  Sensitive files deposited on file systems for file transfer should be encrypted at rest. In addition, minimally, integrations that perform file transfers, whether test or production, should use SFTP with PGP encryption.    

[bookmark: _Toc527361052][bookmark: _Toc527546515][bookmark: _Toc534640107][bookmark: _Toc534641454][bookmark: _Toc534641799][bookmark: _Toc2339781][bookmark: _Toc2694526]Integration Principle 4:  Integrations are loosely-coupled
Description: Interfaces have low coupling, are self-described and offer low impact in case of changes.
Rationale: Low-coupling interfaces are preferable, because when interfaces between independent applications are highly coupled, they are less generic and more susceptible to causing unwanted, secondary effects when they are changed.
Implications:  Low coupling means that the services (APIs, for example) are conceived with no affinity to a certain service consumer.  Therefore, the service is completely uncoupled to a service consumer. However, the service consumer is dependent of the service (that is, contains references for service interfaces).  The service is also responsible for exception treatment. The result is a low-coupling architecture.
[bookmark: _Toc527361053][bookmark: _Toc527546516][bookmark: _Toc534640108][bookmark: _Toc534641455]
[bookmark: _Toc534641800][bookmark: _Toc2339782][bookmark: _Toc2694527]Integration Principle 5:  Integrations are standards-based
Description:  Open standards and methodologies should be adopted in preference to proprietary solutions for integration.
Rationale:  Data delivered through interfaces is crucial to the success of the University.  The use of standards extends further than interoperability.  The use of open standards shields against supplier dependencies and is an important component in protecting IT investments.  A move to greater reuse and componentization relies on standardization.  
[bookmark: _Toc527361054][bookmark: _Toc527546517][bookmark: _Toc534640109][bookmark: _Toc534641456]For example, the use of XSLT for transformations will allow Yale to develop the transforms independently of the integration’s tools, and will promote platform independence, reuse and componentization.  Workday has standardized on XSLT, and while they have fielded capabilities that leverage XSLT through the use of proprietary tools, straight XSLT, where practicable, will be preferred over proprietary tools.

[bookmark: _Toc534641801][bookmark: _Toc2339783][bookmark: _Toc2694528]Integration Principle 6: Service-Oriented Architecture is preferred 
[bookmark: _Toc527361055][bookmark: _Toc527546518][bookmark: _Toc534640110][bookmark: _Toc534641457][bookmark: _Toc534641802][bookmark: _Toc2339784]Description:  Where feasible, web services should be used and consumed to meet project data integrations requirements; core functionality in all systems should be exposed through services and accessed through a single common integration platform.
Rationale:  Yale is committed to a Service-oriented Architecture and has several foundational services available today.  To continue to move in that direction, a bias towards use of SOA should be encouraged.  Services require a service to consume and a consumer.  Where target systems do not have a native ability to use services, every attempt should be made to use one of Yale’s Strategic Integration Platform components to consume data and transport it to the application in whatever manner is required.  Where a service is not already available, a discussion should be had with the Integration Competency Center (ICC) to determine if the project data integration requirements can be met in the project timeline through the creation of an appropriate service.  

Integration Principle 7:  Integrations utilized packaged solutions and pre-built components wherever possible
Rationale:  Vendor-packaged integrations allow for efficient cloud-to-cloud and cloud-to-off-premises integrations that are written, housed, supported, maintained and enhanced by the vendor.  These processes represent best practices and standardized business processes. 
Implications:  A packaged integration should be used when available and meets Yale requirements.  Where third-party vendors do not currently have packaged integrations, Yale should consult with the vendor to determine whether a packaged solution or connector is on the roadmap.    
[bookmark: _Toc527361056][bookmark: _Toc527546519][bookmark: _Toc534640111][bookmark: _Toc534641458]Yale has declared certain platforms as strategic platforms when combined with other platforms.  In the case of Workday, Force.com has been declared a strategic platform.  This means that not only should Yale consider using this platform when additional functionality needs to be built, but that the platform tools are also available for use.

[bookmark: _Toc534641803][bookmark: _Toc2339785][bookmark: _Toc2694529]Integration Principle 8:  Integrations must be built with performance considerations in mind along with logging and monitoring
Rationale:  It is costly to add scalability as an afterthought.  Integrations systems need to maintain efficiency and service levels regardless of demand.  Most integrations will grow in data volume over time.  Architectures must support increasing numbers of users, source/target systems, transaction volumes and data capacity.  Integrations that today are simple may become complex in the future based on this growth.  Growth and performance must therefore be considered when designing interfaces.    Quality of Service (QoS) should be managed using centralized tools provided by the integration platform for monitoring.  Logging should also be performed.  Where possible, proactive monitoring along with appropriate alerts and notifications should be established and put in place.  Metrics and traceability around integrations should be implemented that provides the necessary visibility on who is calling the integrations and the volumes for which they are calling them.
Implications:  Constraints and considerations must be observed when designing integrations and must be taken into account when deciding which technology to use.  If a file today is near a threshold limit, and a larger file would require the use of a more advanced technology, it is likely that this consideration should drive that level of adoption.  

[bookmark: _Toc527361059][bookmark: _Toc527546521][bookmark: _Toc534640113][bookmark: _Toc534641460][bookmark: _Toc534641805][bookmark: _Toc2339787][bookmark: _Toc2694531]Integration Principle 9:  Design choices should take into account constraints or limitations of the technologies
[bookmark: _Toc2694532][bookmark: _Toc2779135][bookmark: _Toc5701076]Description:  The best technology given the probability of growth should be selected from the onset.
Rationale:  It does not serve Yale’s best interests to use tools and techniques in a manner that is inconsistent with ongoing supportability and best practices. 
[bookmark: _Toc527361060][bookmark: _Toc527546522][bookmark: _Toc534640114][bookmark: _Toc534641461] 
For example, Yale should not write custom Java code within the Workday Studio tool.  While this is possible it is discouraged by Workday and it will result in a model wherein Yale must take more responsibility for the support of the solution platform.  

[bookmark: _Toc527361061][bookmark: _Toc527546523][bookmark: _Toc534640115][bookmark: _Toc534641462][bookmark: _Toc534641807][bookmark: _Toc2339789][bookmark: _Toc2694534]Integration Principle 10:  Integrations are managed and should be published and discoverable (Discoverability)
Description:  Integrations should be managed through project deliverables and templates (may require addition to various templates and deliverables outlined by the PMO.  Integrations must be documented.  Integrations should be entered in an enterprise repository and should be published in a manner that allows users and consumers to find and identify any and all integrations that they can potentially reuse or from which at a minimum they can pattern their integration.
Rationale:  The benefits of this repository will be visibility of all integrations, an ability to perform better, more precise impact analysis and the ability to be more agile when changes need to occur.  Overall this will positively impact operational excellence.  
[bookmark: _Toc527361062][bookmark: _Toc527546524][bookmark: _Toc534640116][bookmark: _Toc534641463]Implications:  A process for regular updates will need to be provided or the data will go out of date.  A suggested proposal is that developers simply update records when integrations are touched, modified, deprecated or removed.

[bookmark: _Toc534641808][bookmark: _Toc2339790][bookmark: _Toc2694535]Integration Principle 11:  Integrations are tested (Testing)
Description:  All systems integrating with an application should maintain separate test environments for integrations testing. 
[bookmark: _Toc527361063][bookmark: _Toc527546525][bookmark: _Toc534640117][bookmark: _Toc534641464]Rationale:  Isolated test environments for integrations testing will greatly reduce the time spent tracking potential data problems.  This principle is subject to feasibility and the availability of development/test instances and should not be understood as requiring additional infrastructure.  

[bookmark: _Toc534641811][bookmark: _Toc2339793][bookmark: _Toc2694538][bookmark: _Toc527361064][bookmark: _Toc527546526][bookmark: _Toc534640118][bookmark: _Toc534641465]Integration Principle 12:  Integrations should support flexibility and adaptability (Agility)
Description:  
[bookmark: _Toc527361065][bookmark: _Toc527546527][bookmark: _Toc534640119][bookmark: _Toc534641466]Rationale:  Solutions must be flexible and be designed to absorb changes in requirements, processes and organizations.  An important facet of flexibility is modularity and reuse.  

[bookmark: _Toc5701078]ETL Specific Guiding Principles
[bookmark: _Toc527361067]ETL Principle 1:  Data should be sourced from system(s) of record (Authoritative Systems)
Description:  Where the integrity of the data is vital, a data element must either be linked to, or extracted directly from its system of record.  
Rationale:  This principle is intended as guidance.  There may be situations where for valid technology and/or business reasons, the data cannot be sourced from a system of record.  It should be noted that the fact that an existing integration may source data from a system that is not strictly a system of record should not be cause to require that the existing integration be rewritten.  In the event that such a case is isolated, all competing considerations should be weighed.  If an exception is merited, it is permissible.  In the event that the exception represents a significant departure, it will be documented and reviewed by the appropriate governance body.

ETL Principle 2:  Process data close to the application
Description:  Data can be processed and transformed either on the source or on the target side of the equation.  The latter is called ELT; the former is rarer, but can be done in scenarios where a large amount of data will be generated.  An example of this might be a delta process that determines the data set to be transmitted prior to the ETL/ELT tool performing the extract.  
Rationale:  Delta processing:  There is too much data to move every time the need to blend or transform arise.  The logic is simple -- place agents where the data lives and process it locally.  Carefully coordinated instructions should be sent to the agent, and the work done on the host platform before any data is moved.  By taking the processing to where the data lives, you eliminate the bottleneck of the ETL server and decrease the movement of data across the network.

ETL Principle 3:  Performance considerations
Description:  In almost all cases, the prime concern of any ETL implementation is to migrate the data from source to target as quickly as possible.  There is usually a load “window” specified as part of the non-functional requirements; a duration of time that is available to complete the process.  The constraints are based on either the availability of the source system data, the need for the business to have access to the information, or a combination of both.

ETL Principle 4:  Simplicity and repeatability
Description:  As with all programming, a premium is placed on simplicity of design. This is in the interests of productivity of development time, consideration of ongoing maintenance, and a likely improvement in performance.  The fewer steps involved, the less chance of mistakes being made, or places for things to go wrong.  When changes need to be made, or fixes applied, the fewer touch points, the better. During the life of the processes, ownership will likely change hands.  The system’s simplicity will aid clarity for those who need to take it on.  One needs to be able to re-run jobs to achieve consistent and predictable results each time. This means it needs to be applicable to all relevant incoming sources, and in no way dependent on specific time parameters. If sources change, the process needs to handle those changes gracefully and consistently.


ETL Principle 5:  Extensibility
Description:  Rather than “bring everything” from a given source when a data migration process is first built, it should be possible to include only that which is identified as valuable to the business in the context of a given project or release cycle. Over time, additional data elements from the sources can be added to the ETL jobs, with potentially, new targets.  The ETL job should take this iterative approach into account.

ETL Principle 6:  Subject-orientation
Description:  Workloads are to be divided into units based on business subject areas rather than source-system groupings or strictly target table structures.  This recognizes that a given source table may contain information about more than one subject area (e.g., Customers and Accounts).  In addition, a given subject area may be composed of multiple source tables, which may populate multiple targets. Simply limiting the ETL jobs to a single source and a single target may compromise the other principles, particularly performance and simplicity.  Similarly, orienting the ETL jobs to either the source or target layouts may degrade the efficiency of the design.

[bookmark: _Toc5701079]Integration Platforms (ESB) and Tools
There are a number of integration platforms and tools available and in use here at Yale, many of which have been around for some time and others that are fairly new.  For those newer integration platform tools, extensive discussions and proof of concepts were conducted to ensure that the necessary evaluations and analysis was done in making the most appropriate selection.  The following section highlights the platforms and tools being used in support of our enterprise integration architecture.  There are also several references to where additional content and documentation can be found (Note: Some of the references may have access restrictions).    

The platforms and tools that follow are what is being used and leveraged here at Yale today, and considered to be the strategic direction.  They are explained in more detail in subsequent sections.  These integration/service platforms and tools can be categorized in the following manner: 

	Platform / Tool
	Capability

	webMethods
	Complex & highly technical Integration / Orchestration Platforms

	Talend
	Complex & highly technical Integration / Orchestration Platforms

	Workato
	Non-Technical Integration Cloud Platform.   To be used for fast, adaptive integration development.   Works well with simple, point to point type integrations

	Talend
	ETL Tool(s)

	Talend Runtime
	ESB Runtime Tools(s

	webMethods
	ESB Runtime Tools(s

	CA (Layer 7) API Management SaaS Portal
	API Developer Portal

	Oxygen
	XML Tool / Editor(s)

	Axway MFT (Managed File Transfer)
	File Transfer Tools


 
	 
[bookmark: _Toc5701080]webMethods 
webMethods: (Software AG), is an ESB platform and an eclipse-based integration tool that is focused on application integration, business process integration and B2B partner integration. It is used primarily as a transport between internal (departmental) and external (vendor) data sources.  For example, webMethods is often used to pick up files containing batches of transactions, and to deliver those files either to a staging file directory or to read and deliver the data into staging tables.  The data is then often processed into the applications using the native technologies of PL/SQL and open interface tables and concurrent programs.  webMethods is also used for outbound file transfers to internal/external target systems, and may extract data from EBS using JDBC connections or simply pick up and deliver existing files.
It has a strong Messaging feature - publish/subscribe – Universal Messaging/JMS - which is used in several integrations to de-couple dependency on backend systems, databases and processing. It is used in Procurement, Financial, Banking and Yale Health integrations where payload is required to be encrypted and signed/verified. It is also used to sweep large sets of transactions files from MFT and process these transactions into databases and/or cloud apps, such as, Workday, Salesforce, QuickBase etc via their web services APIs. It is also used in SOAP/REST web services, such as, COA Validator and as listener services for receiving and processing documents in real time via email. Integrations are built based on a lego block type, drag and drop style of declarative development. 


 
Figure 4.1A:   webMethods Landscape Architectural Diagram:   Describes the use of webMethods here at Yale from consuming/invoking applications to back-end databases.

	Document
	Document Location

	webMethods Overview
	https://yaleits.atlassian.net/wiki/spaces/BSG/pages/755204129/Overview+of+webMethods

	webMethods Developer’s Guidebook
	https://yaleedu.sharepoint.com/sites/departments-integrationservices/Shared%20Documents/webMethods/Training/Yale%20ESB%20webMethods%20Developer's%20Guidebook.docx?d=w688eb99d4b6b4132a9dc040bad12467d 

	webMethods (Confluence Site)
	https://yaleits.atlassian.net/wiki/spaces/BSG/pages/52606391/WebMethods
https://yaleits.atlassian.net/wiki/spaces/BSG/pages/769130545/Integration


[bookmark: _Toc2694452][bookmark: _Toc2694542][bookmark: _Toc2779140][bookmark: _Toc5701081]webMethods Documentation Locations
* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs team.
[bookmark: _Hlk2687165]
[bookmark: _Toc5701082]Workato
Workato is a cloud-based solution (Integration Platform as a Service (iPaaS)) that helps businesses link their web applications easily using a very simple interface with drag and drop functionality.   Usable by business users and other developers who are not “integration specialists” (i.e. ad-hoc integrators) Workato helps automate and integrate cloud apps and on-premise apps.  There is no client tool to download and install to build the integrations.  All that is needed is a browser.  At present, Yale has purchased the Business Plus Plan which allows for 250,000 transactions per month and an unlimited number of recipes.  Workato has also dozens of built-in connectors available.  If you are interested in building integrations (recipes) or you would like to use Workato with a particular app or connector, then please engage the Data Services and APIs Team for further information.

Workato Standards and Best Practices
With Workato being a relatively new tool at Yale, the Data Services and APIs team has established some standards (structures and best practices) to which Workato developers here at Yale should look to adhere to.  This will help in understanding it’s use and also help in supporting the volume associated with multiple use cases and areas using the tool.  Some of the areas where standards and shared practices have been documented and being applied include the following:
[bookmark: _Toc534641819]Folder Structures:  Workato does not offer any separate production and non-production instances to separate Workato artifacts, such as, connections, recipes, etc.  Hence, Yale has developed some self-imposed separation of artifacts by using folders as follows:

[bookmark: _Toc534641820][bookmark: _Toc2339801][bookmark: _Toc2694547][bookmark: _Toc2779142][bookmark: _Toc5701083]Recipe Development and Naming:  In Workato, recipes are the executable objects that perform the integration steps and logic for a given integration.  Recipes can be scheduled and/or run on-demand.  Development best practices have been established for areas such as:
1. Use of comments - Clear and detailed comments should be utilized with each and every recipe (logic) you build.
2. Error Handling – Error handling conditions should be incorporated in your recipes to ensure proper routing or retry actions are taken on failures.
3. Notifications – Use of notifications during error handling should also be used to ensure visibility to issues. E-mail distribution groups should be used over individual e-mail addresses where possible (ease of future maintenance).
In order to uniquely identify a recipe, naming conventions are highly suggested and can be found in the Workato standards and best practices document (see Workato Confluence site).  

· [bookmark: _Toc534641822][bookmark: _Toc2339802][bookmark: _Toc2694548][bookmark: _Toc2779143][bookmark: _Toc5701084]Version Management:  Every time a recipe is saved, a version of the recipe is saved.  Previous versions of the recipe can be restored at any time.  Recipe versions can be viewed in the versions tab and are denoted by their version number.

· [bookmark: _Toc534641823][bookmark: _Toc2339803][bookmark: _Toc2694549][bookmark: _Toc2779144][bookmark: _Toc5701085]Code Review:  It is always a good idea to have another set of eyes to review the work prior to a production implementation.  As a best practice, before a recipe is deemed ready for production migration, it should undergo a design / code review for compliance to standards and best practices. 

· [bookmark: _Toc534641824][bookmark: _Toc2339804][bookmark: _Toc2694550][bookmark: _Toc2779145][bookmark: _Toc5701086]Migration/Deployment:  With Yale's Workato Business Plan, there is no formal deployment process. Users/Integrators can move recipes from one instance to the other.  Hence, Yale has developed a self-disciplined approach of using ServiceNow tickets for deployments.
[bookmark: _Toc534641825][bookmark: _Toc2339805]
[bookmark: _Toc2694551][bookmark: _Toc2779146][bookmark: _Toc5701087]Workato Documentation Locations
There is a great deal of additional information and helpful documentation about Workato available.   Detailed information on the Workato standards and best practices, including information on the REST API’s available, can be accessed in the locations referenced below.
	Document
	Document Location

	Rest API’s
	https://www.workato.com/apidoc

	Tutorials, Solution Articles and Community Forums
	http://docs.workato.com/

	Support Documentation
	https://support.workato.com/support/home

	Workato Demo
	https://yale.box.com/s/rz9hv9v48dhz6h4rs1xfc1a48vf74qkd

	Yale Workato documentation (Confluence Site)
	https://yaleits.atlassian.net/wiki/spaces/IN/pages/578682994/Workato+iPaaS


* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs team.

[bookmark: _Toc2694462][bookmark: _Toc2694552][bookmark: _Toc2694463][bookmark: _Toc2694553][bookmark: _Toc2694464][bookmark: _Toc2694554][bookmark: _Toc2694465][bookmark: _Toc2694555][bookmark: _Toc2694466][bookmark: _Toc2694556][bookmark: _Toc2694476][bookmark: _Toc2694566][bookmark: _Toc5701088]Talend
Talend is an eclipse-based integration tool for ETL and ESB development.  Use of Talend is limited to a small number of resources within the University, primarily supporting ETL and service development (Data Services and APIs Team).  A very high-level overview of Talend’s use here at Yale is highlighted in the landscape diagram noted in Figure 4.4A.

Separate Talend Infrastructure exists to support our ETL data loads to (data) sources such as People Hub, COA hub, etc., as well as for our enterprise service delivery.  The Talend Runtime infrastructure supports over a dozen of Yale’s enterprise services, a handful of specific application services, as well as several portal based API’s.  
A Talend Enterprise Development Standards has also been created to help in assisting from installation to deployments.   Included are guidelines as well as naming standards that should be considered and applied when naming things such as:
· Naming of our Talend project
· Name and description for your Talend job 
· Naming of your metadata
Additional information and links to helpful documents and resources can be located in the table below.
	Document
	Document Location

	Talend Overview
	https://yaleits.atlassian.net/wiki/spaces/BSG/pages/754778145/Overview+of+Talend+Data+Services+Platform

	Talend Standards
	https://yaleits.atlassian.net/wiki/spaces/TAL/pages/816349929/Talend+7.1.1+Development+Guides+Standards+Best+Practices

	Talend (Confluence Site)
	https://yaleits.atlassian.net/wiki/spaces/TAL/overview


* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs Team.

[bookmark: _Toc5701089]API Management
The CA API Gateway is an XML firewall and service gateway that controls how web services are exposed to and accessed by both internal and external client applications.  The Gateway provides runtime control over service-level authentication, authorization, key management, credentialing, integrity, confidentiality, schema validation, content inspection, data transformation, threat protection (including integration with external virus scanners for SOAP attachment scanning), routing, protocol switching, SLA enforcement, logging and other functions.  

The Data Services and APIs Team is responsible for the CA API Gateway and for the development and support of ‘wrapping’ and exposing services as well as for creating and maintaining policies.  The strategic direction here at Yale is to utilize the CA API Gateway for building new services or exposing of existing services.  This ultimately allows for visibility into what applications are consuming services as well as frequency and performance.  This information becomes extremely valuable, as consumers may need to be notified of service or data source outages.
[image: ]
Figure 4.4A:  CA API Gateway (and Talend usage) Landscape Architectural Diagram:  Describes the use of the CA API Gateway here at Yale from consuming/invoking applications to back-end data sources.


1.1.1 [bookmark: _Toc5701090]When to use the API Gateway
The CA API Gateway should be leveraged as we look to implement any service (ESB, listener, or any other process with an endpoint) that will need to be exposed to allow access into our Yale environment.  This includes services that are called from external vendors or Yale applications hosted in the cloud that need to initiate processes behind the firewall. Placing a gateway policy on top of an existing backend is simple and provides a lot of benefits. 

Some of the key benefits and advantages this provides includes:
· Avoids requests for new firewall access – The gateway is already exposed to the internet in Test and Production 
· Mitigates unnecessary risks and security vulnerabilities – 
· It limits invalid hits / requests against any of Yale’s backend infrastructure
· helps to identify attacks by using rate limiting
· applies standard web service vulnerability and protection (SSL, cross-site scripting protection)
· provides access control via Yale AD and/or API keys
· Protects backend infrastructure from being exposed to the internet
· Provides important metrics and monitoring capabilities, these metrics are made available via an API for developers to troubleshoot their services and have access to the data -
· Who is calling the service
· Number of calls
· Latency of service requests (both by the gateway and backend service)
· What parameters/request was sent
· Audit logging (captures revisions to the service, any errors, etc.) 
· Allows for a consistent point of entry for consumers, even if your backend location changes, the endpoint a consumer hits will remain the same. 
· Provides an easy way to translate data into additional formats (XML, JSON, CSV, etc) if the backend endpoint cannot support it
· Decouples consumer from the backend technology, allows both consumer/backend technology to change more easily without significant impacts.
· Can consolidate requests that hit microservices into 1 endpoint for consumers
[bookmark: _Toc5701091] Web Service (XML) Editors
Oxygen XML Editor provides a comprehensive suite of XML authoring and development tools (XSLT / XQuery debugger and profiler).  It is designed to accommodate a large number of users, ranging from beginners to XML experts.  It is a Java application so it is available on multiple platforms, all major operating systems, and as a standalone application or an Eclipse plug-in.  You can use Oxygen XML Editor in conjunction with all XML-based technologies and it includes a large variety of powerful tools for creating, editing and publishing XML documents.
Oxygen also offers a WSDL Editor that supports both editing and online testing.  You can use a wide range of searching and refactoring actions and a powerful WSDL documentation tool integrated with XML Schema documentation.
Several XML editing tools are available and have many different advantages and disadvantages.  At Yale we have made great strides to standardize in using the Oxygen tool.  In order to obtain access to Oxygen, a licensing key is required.  Several license keys have been purchased and are in use here at Yale.  If a license is needed, please open a ServiceNow ticket to the Data Services and APIs Team to inquire if there are available licenses that can be leveraged.



[bookmark: _Toc5701092]Managed File Transfer 
Axway (Secure Transport) is used here at Yale for performing certain kinds of file transfers required to interface with systems like Workday and many vendor applications.  Specifically, a large number of Journal Staging files are processed using MFT using integration platforms like webMethods (for both picking up and putting files on) as part of integration execution.  A standards document around principles (for things like File-based/Batch integrations and Encryption of Files), uses and naming conventions can be found in the table below.

Yale has designated the use of Managed File Server (MFT) as the place where files will be “landed”.   Naming standards and other best practices (originally done and created during the Workday project) can be referenced in the attached document below and are included for areas such as:
· [bookmark: _Toc413747207][bookmark: _Toc2339812][bookmark: _Toc2694571][bookmark: _Toc2779151][bookmark: _Toc5701093]Delivery/Retrieval Service Naming Standards
· [bookmark: _Toc413747208][bookmark: _Toc2339813][bookmark: _Toc2694572][bookmark: _Toc2779152][bookmark: _Toc5701094]Reusing Delivery/Retrieval Services
· [bookmark: _Toc2339814][bookmark: _Toc2694573][bookmark: _Toc2779153][bookmark: _Toc5701095]Security and Access (Encryption of Files and Accounts)
	Document
	Document Location

	Managed File Transfer Strategy, Standards and Design Document
	




[bookmark: _Toc5701096]SOA Services (Service Development)
[bookmark: _Toc5701097]Overview
Service-oriented architecture (SOA) is a software development model for distributed application components that incorporates discovery, access control, data mapping and security features.  The basic principles of service-oriented architecture are independent of vendors, products and technologies.  There are 9 design principles to keep in mind when designing a SOA service: Standardized Service Contract, Loose Coupling, Abstraction, Reusability, Autonomy, Statelessness, Discoverability, Composability and Interoperability.  

[bookmark: _Toc5701098]Service Contract
What is a Service Contract? 
Services express their purpose and capabilities via a service contract.  The basic function of the service contract is to formally specify how the service provider and the service consumer will interact.  Specifically, this would be created prior to any service development and serves as the binding contract between the two parties.  The service contract should describe functional requirements that are expected from the service, what functionality the provider provides (i.e. formats, validations, etc.) and what the service response will return to any consumer. 

Why is the Service Contract important?
Within service-oriented solutions, a service contract represents a foundational artifact.  Likewise, service contracts represent a cornerstone principle in service-orientation and therefore support or even enable other principles such as loose-coupling, service abstraction, composability, reusability and discoverability.  Providing a service contract enables a successful communication and interaction between the service provider and service consumer, but hides the technology and details and only exposes the service interface to the consumer.

What should the Service Contract contain?
Service Name
Service Endpoint 
Data Source (optional)
Service Description
Author (optional)
Service Version 
Input and Output Supported (request parameters/response)
Error Handling Information
Release Notes
	Helpful Documents
	Document Location

	Service Contract Template
	Service Contract Template

	BSG Application Service Team (Confluence Site)
	Confluence-BSG Application Services



* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs Team.


[bookmark: _Toc5701099]Service Consumer Usage Plans
What is the Consumer Usage Plan?
The consumer usage plan is another foundational artifact that is necessary in ensuring a successful relationship between the service provider and the service consumer.  The consumer usage plan solicits a consumer’s expected call volume, peak periods, minimum required response latency and impact in the event of service unavailability.  With this information collected, meaningful service level agreements (SLAs) can be established and key performance indicators (KPIs) defined to measure whether or not the SLAs are being met.  Setting these expectations upfront allows both parties to start the relationship knowing what is expected of them and what they can reasonably expect from the other party.

	Helpful Documents
	Document Location

	Consumer Usage Plan Template
	Consumer Usage Plan Template





[bookmark: _Toc5701100]Web Service Security Overview
A web service security document was written outlining Yale’s security strategy and standards.  This document was written to help provide the specifics on how web service security is implemented and governed while working to help drive and ensure consistency in our SOA approach (see Service Security Strategy and Standards document attached in the documents section below).

[bookmark: _Hlk2679062]In a Service Oriented Architecture, there are many approved patterns for service consumer and service provider interactions.  In the ESB pattern, a service consuming application is responsible for generating a token containing a valid user ID and password for a service.  The service provider is responsible for accepting the token and validating the user ID and password before execution.
Active Directory (AD) IDs will be used to implement the security token.  The service consumer will generate a token containing the ID and password that is associated with that consuming application service provider.  The service provider will validate that ID and password.
Additional information and details on the web service security strategy and standards can be found in the attached document reference in the table below.
 
	Documents
	Document Location

	Service Security Strategy and Standards Document
	



[bookmark: _Toc2694579][bookmark: _Toc2779159][bookmark: _Toc5701101][bookmark: _Toc2339820]Web Service Security Prerequisite
[bookmark: _Toc2694580][bookmark: _Toc2779160][bookmark: _Toc5701102]All systems projects (and application requests) are required to go thought the data governance process to obtain access to the data attributes/populations that will be needed by that integration.  Applications will either need an existing Service Account, or one will be created for them once approved, following the naming standards in place.  Data stewards will be identified for each of the source systems who will review and approve/reject requests.  Once approved (and depending on the source system), data attribute/populations level security can also be applied (this is specific to People Hub at this time).

[bookmark: _Toc2694581][bookmark: _Toc2779161][bookmark: _Toc5701103][bookmark: _Toc2339821]Naming Conventions and Tracking
[bookmark: _Toc2694582][bookmark: _Toc2779162][bookmark: _Toc5701104]The IDs that are created for the web service security will be associated to the consuming application.  To adhere to the directory naming convention and to limit the size of the IDs, IDs will be in the following format:   For Example the YSM Com People the ID will:  s_ph_complp_ysm

Naming standard:
	s_
	This designates the account as a Service Account in the Active Directory

	ph_
	Represents that the account is to be used by the Source System (i.e. PeopleHub)

	complp_
	This is a 3-6 character value that is made up to represent your application 

	ysm
	The Organization Unit for the consuming application (i.e. ysm, law, som, its)


[bookmark: _Toc2694583][bookmark: _Toc2779163][bookmark: _Toc5701105][bookmark: _Toc2339822]Tracking IDs and Consumer Names
[bookmark: _Toc2694584][bookmark: _Toc2779164][bookmark: _Toc5701106]The Web Security ID DB (QuickBase) is being used to track all IDs and consumer names.  Additional information for what is being tracked can be found in the web service security document referenced in the table above.  

[bookmark: _Toc5701107][bookmark: _Hlk527377823]Service Versioning Strategy Overview
With the creation of SOA services, reusability is a key principle.  As more and more service consumers are engaged, new requirements necessitate new service versions.  Services will continuously need to evolve and procedures must be in place to ensure existing consumers are not impacted.   The Service Versioning Strategy document attached below, describes what types of changes constitute major version changes versus minor version changes as well as guidelines for how Yale can best manage version deprecation to ensure that services are and can be properly retired.  This is important so that service maintenance activities do not become unmanageable.


	Documents
	Document Location

	Service Versioning Strategy Document
	




A well-documented and understood version strategy will help in dealing with changes to services, now and in the future.  Versioning will allow for several variations of the same service to exist simultaneously.   While ensuring that existing service consumers can continue to use older versions, it will enable newer consumers to move to any newer and more recent services available.  The following illustration shows how two service consumers can consume different major service versions (and also choose whether to consume enhancements related to minor version changes as well).Service Version 1.0

Service Consumer 1


Can migrate easily to minor version with none to minimal impact
Service Version 1.1


Service Version 2
Service Consumer 2



[bookmark: _Toc527546553][bookmark: _Toc534641838][bookmark: _Toc374623335][bookmark: _Toc2694586][bookmark: _Toc2779166][bookmark: _Toc5701108][bookmark: _Toc2339824]Service Versioning Rules
[bookmark: _Toc2694587][bookmark: _Toc2779167][bookmark: _Toc5701109]Rules / guidelines for changes that will ultimately determine whether a service will require either minor version changes or major version changes.   Major versions will be noted in the subsequent document as M (M=Major version) and minor versions will be noted as m (m=minor versions).  Areas for consideration include:

[bookmark: _Toc2339825][bookmark: _Toc2694588][bookmark: _Toc2779168][bookmark: _Toc5701110]Schema Changes – there are areas where service schema changes will either constitute a minor version change or a Major version change.
[bookmark: _Toc2339826][bookmark: _Toc2694589][bookmark: _Toc2779169][bookmark: _Toc5701111]Production Fixes -  Production fixes are also another influencing factor and important aspect to service versioning.   It is expected that a production fix would not result in a major version.  It would be considered a fix to the current version (M.m) of the service that was previously deployed in production.   Once deployed, a production fix to an existing service would increment the minor version by 1 (i.e. M.m+1).
[bookmark: _Toc2339827][bookmark: _Toc2694590][bookmark: _Toc2779170][bookmark: _Toc5701112]Other - There may be other influencing factors or decisions that could also alter service versioning.   Changes to the overall service implementation, back-out plans, etc. are other possible examples.  Regardless of the change, there should be proper analysis and agreement on whether the changes being made would constitute a major or minor version change.  If agreement is not reachable, then it is always safest to initiate a major (M.) version change as well as proper communication to service consumers.

It is important to note that regardless of a minor version change or a major version change, existing consumers should be notified, and proper testing should be performed to ensure that there are no impacts.

[bookmark: _Toc527546554][bookmark: _Toc534641839][bookmark: _Toc2779171][bookmark: _Toc5701113]Service Deprecation  
[bookmark: _Toc2339829][bookmark: _Toc2694592][bookmark: _Toc2779172][bookmark: _Toc5701114]The service deprecation (or sunsetting) strategy is an important aspect in order to support the delivery of new versions, while at the same time, maintaining existing versions.  The service sunsetting strategy will primarily apply to major service versions.  Minor service versions should not constitute service consumer changes and impacts, therefore will be implemented in production without impacts to the gateway URLs.  The goal should be to support no more than three service versions (for a given service).  Please reference the Service Versioning Strategy document for additional clarification.

[bookmark: _Toc5701115]Error Handling 
[bookmark: _Toc5701116]Another important aspect of web service delivery is to ensure descriptive and helpful error handling of service failures.   On a service failure it is important to help ensure applications and / or end users are provided with detailed error codes and messages in order for them to know and understand the nature of the error so that the necessary and appropriate actions can be quickly taken to resolve.     
The data services team has established some consistent error codes and error handling mechanisms that we have referred to as invocation outcomes.  Within the service contract the applicable outcome codes, outcome types, and outcome messages have been documented.  The service response formatting on a failed service call will follow a consistent approach such as: 
<People>		
<Error>ERROR CODE GOES HERE</Error>		
<ErrorMessage>ERROR RESPONSE MESSAGE</ErrorMessage>		
</People>		
	Helpful Documents
	Document Location

	People Hub Web Service Response Codes
	https://yaleits.atlassian.net/wiki/spaces/BASP/pages/50134453/PeopleHub+Services+Troubleshooting


* Some locations may have restricted access.   To request access, open a ServiceNow ticket for the Data Services and APIs Team.


[bookmark: _Toc5701117]Service Discoverability
[bookmark: _Toc527546556][bookmark: _Toc534641841][bookmark: _Toc2694594][bookmark: _Toc2779174][bookmark: _Toc5701118]API Developer Portal
The Data Services and APIs Team supports a self-service API solution comprised of developers.yale.edu (YaleSites).  This site constitutes a content management system (CMS) and third-party software (CA API SaaS Portal), which simplifies API discovery for developers and provides them with access to enterprise data.  
Within developers.yale.edu, developers can find:
· API Documentation
· How-To Info 
· Links to developer community resources
· Link to login to the Yale Developer Portal

Developers can use the Yale Developer Portal to access several internal APIs.  Developers can use the Yale Developer Portal to:
· Get an API Portal Account
· Browse APIs in the API Catalog
· Get API keys for Applications
· Try out APIs in the API Explorer
· View real-time analytics for APIs and Applications
Access to the Developer Portal is limited to individuals with a valid Yale NetID.  
[bookmark: _Toc527546557][bookmark: _Toc534641842][bookmark: _Toc2694595][bookmark: _Toc2779175][bookmark: _Toc5701119]Service Wiki – Confluence Site
An additional place to find information on available enterprise services can be found on the BSG Application Service Public Confluence site.   The site contains all information on services from service contracts and consumer usage plans to guides on how to test web services.
	Documents
	Document Location

	Yale API Portal (Drupal Site)
	https://developers.yale.edu/  

	BSG Application Service Public (Confluence site)  
	https://yaleits.atlassian.net/wiki/spaces/BASP/overview 



[bookmark: _Toc5701120]ETL
[bookmark: _Toc5701121]Overview
Information regarding ETL can be found in the ETL standards and shared practices documentation.
Link and other reference information will be forthcoming as the documentation for these standards and guidelines are still in progress.

[bookmark: _Toc5701122]Integration Architecture Decision Tree
[bookmark: _Toc5701123]Overview
In many cases, decision trees can help provide guidance and direction in making consistent and accurate decisions.  Decision trees, like those detailed below, will help force the consideration of all possible outcomes of a decision and traces each path to a conclusion.  The following decision trees were created based on criteria used here at Yale and for the purpose of helping guide or answer questions in the enterprise integration space.

[bookmark: _Toc5701124]ESB Integration Platform Decision Tree
The following diagram depicts the decision path for selecting the most appropriate ESB integration platform.  


Figure 7.2A:  Enterprise Integration Platform Decision Tree

[bookmark: _Toc5701125]Web Service Communication Protocols Decision Tree

The following diagram highlights the decision path for selecting one of the two most widely used web 
Figure 7.3A:  Rest vs SOAP Protocol
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Our Story
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What it is

Who we really are 

How you can find us

Why we are here

What we do 

What we offer 

Where (and how) we can help
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https://its.yale.edu/integration-competency-center



Our Mission

To optimally deliver comprehensive, flexible, and lightweight application and data integration services for Yale University.

What we do

The ICC consists of a team of integration specialists and technical service offerings positioned to solve, recommend and support a wide range of system and data integration scenarios.  The ICC team develops enterprise architectural patterns and implementations providing appropriate technology solutions to meet requirements.  Alongside this core work, the team sponsors the Yale Integration Community of Practice to connect anyone in the Yale university community who has a need for automated service-based access to Yale institutional data, with those who do, or can offer such services.

If you have an integration question or need, or potential service offering please contact us.

---------

To establish, promote, and implement standards and best practices as an integration center of excellence (CoE), utilizing those principles to support the development of SOA Services and API’s in the integration platforms and data integration delivery space.
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“What it is” 

3

An integration competency center (ICC), sometimes referred to as an integration center of excellence (COE), is a shared service function (FOCUS Area) providing methodical data integration, system integration, or enterprise application integration within organizations.





Discipline

Key Processes, Knowledge, and Expertise

Holistic perspective

Interactive and Evolving





ICC = Integration Competency Center (ICC)  
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- Discipline within an organization.

- concept is to build out key processes and expertise across the enterprise.



Data integration allows companies to access their enterprise data and functions, fragmented across disparate systems, in order to create a combined, accurate, and consistent view of their core information as well as process assets and leverage them across the enterprise to drive business decisions and operations. System integration is the bringing together of component subsystems into one system and ensuring that they function together effectively. Enterprise application integration enables efficient information exchanges and business process automation across separate computer applications in a cohesive fashion.



Large organizations are usually sub-divided into functional areas such as marketing, sales, distribution, finance, human resources to name just a few. These functional groups have separate operations and are vertically integrated and are therefore sometimes referred to as "silos" or "stovepipes". From an organizational perspective, an ICC is a group of people with special skills, who are centrally coordinated, and offer services to accomplish a mission that requires separate functional areas to work together.

Key objectives of an ICC are:

Lead and support enterprise integration (data, system and process) projects with the cooperation/coordination of subject matter experts

Promote Enterprise integration as a formal discipline. For example, data integration will include data warehousing, data migration, data quality management, data integration for service oriented architecture deployments, and data synchronization. Similar system integration will include common messaging services, business service virtualization etc.

Develop staff specialists in integration processes and operations and leverage their expertise company-wide

Assess and select integration technology and tools from the marketplace

Manage integration pilots and projects across the organization

Optimize integration investments across the enterprise level

Leverage economies of scale for the integration tools portfolio at enterprise level

ICCs allow companies to:

Optimize scarce resources by combining integration skills, resources, and processes into one group

Reduce project delivery times and development and maintenance costs through effectiveness and efficiency

Improve ROI through creation and reuse of enterprise assets like source definitions, application interfaces, and codified business rules

Decrease duplication of integration related effort across the enterprise

Build on past successes instead of reinventing the wheel with each project

Lower total technology cost of ownership by leveraging technology investments across multiple projects

An ICC may be a temporary group in support of a program or a permanent part of the organization. Furthermore, ICC’s can be established at various scales or levels; within a division of a company, at the enterprise level, or across multiple companies in a supply chain.
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“Who we are”  - Data Services and APIs Team

4

4

Data Services / API’s

Darrell Cook

FTE

No FY19/F20 Projects



Sr. Software Engineer

Kazi Ahmed



Sr. Software Engineer

Paul Gruhn



Sr. Software Engineer

Marissa Kitz



webMethods: break/fix, minor enhancements, Upgrade,

Data Services 

Creation/support API’s

Workday Support - 

security, metrics, web services and integrations



Baseline Resource Needs (RTS / Self Funding / Minimal Project Capacity)

Variable Project

Steady State

RE Support  -Development, minor enhancements

COA Validator-  Support, minor enhancements 

Layer 7 -  

Support, minor enhancements 

Talend -  Support, minor enhancements 

Sr. Systems Analyst

Christine Viele



Layer 7 -  

Support, minor enhancements 

Workato

Product and Implementation Support

SOA Services & API’s

Support for engagement, governance, & access

AP Developer Portal

Drupal Support
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“Who we are” 

5

To serve as an enterprise integration Center of Excellence (CoE) that will establish, promote, share, and implement standards and best practices, and utilize those principles, to lead and support Yale’s strategic integration platforms and also the development and use of SOA Services and API’s in the data integration space.

ICC / Data Services & API Team Mission
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https://its.yale.edu/integration-competency-center



Our Mission

To optimally deliver comprehensive, flexible, and lightweight application and data integration services for Yale University.

What we do

The ICC consists of a team of integration specialists and technical service offerings positioned to solve, recommend and support a wide range of system and data integration scenarios.  The ICC team develops enterprise architectural patterns and implementations providing appropriate technology solutions to meet requirements.  Alongside this core work, the team sponsors the Yale Integration Community of Practice to connect anyone in the Yale university community who has a need for automated service-based access to Yale institutional data, with those who do, or can offer such services.

If you have an integration question or need, or potential service offering please contact us.

---------

To establish, promote, and implement standards and best practices as an integration center of excellence (CoE), utilizing those principles to support the development of SOA Services and API’s in the integration platforms and data integration delivery space.
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“How you can find us”
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“ Why we are here” - Benefits

7

Standardization – develop and govern strategic tools/platforms and drive standards and best practices



Optimize scarce resources by combining integration skills, resources, and processes into one group



Reduce project delivery times and development and maintenance costs through effectiveness and efficiency



Improve ROI through creation and reuse of enterprise assets like source definitions, application interfaces, and codified business rules



Decrease duplication of integration related effort across the enterprise



Build on past successes instead of reinventing the wheel with each project



Lower total technology cost of ownership by leveraging technology investments across multiple projects





Draft



7



“ What we do” -  Goals and Objectives

8

Establish best practices, standards and naming conventions in the integration delivery space



Serve as the SOA and integration platform Center of Excellence 



Deliver easy-to-use, reusable data integration services



Collaborate with functional teams and application owners to facilitate business effectiveness, efficiency and customer satisfaction.



Socialize the benefit of SOA design to the Yale Community



Enforce Service-Orientation Design Principles (SOA) and governance processes



Support the integrated platforms & runtime development environment



 Provide detailed metrics along with proactive monitoring and alerting on SOA service’s and API ‘s
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“How we can help” 



The ICC can help to manage the complexity while also realizing numerous benefits





ICC
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“What we offer – Point to Point”  

Applications that develop and support Point to Point Integrations





If applicable, facilitate transition of a point to point integration to an enterprise service











Support Provided for…

Guidance & direction around best practices, standards, use of tools

Integration platform support, upgrades,  maintenance

Adherence to governance standards and processes

Involvement in integration tool analysis, evaluations, and bake-offs

Integration design and development consultative services

Workato vs Web Methods Integration Cloud Platform

WebMethods, Talend, Layer 7

Transition from batch to Realtime Services

Use of Source Control, Access to hub’s, use of Service Accounts
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“What we offer – Enterprise Services” 

ICC / Enterprise Developed Services



ICC



Collaborate with data stewards for any new data fields and/or  sources











Support Provided for…

Build, test and deploy enterprise (re-usable) integration services/API’s

Integration platform support, upgrades,  maintenance

Proactive Monitoring and communications of Enterprise Services

Facilitate and ensure adherence to data access needs & governance processes

Continually develop & apply best practices, standards, and strategies in the integration space

Engage with Service Consumers to:

 Understand SLA’s

 Initiate Access

 Support service  consumption

Capture Enterprise Service/API metrics and performance
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How we got here - SOA Services 



Establish Foundational Strategies

(Service Architecture, Web Service Security and Standards, Versioning Strategy, Invocation Outcomes, etc)

Service Requirements and Governance

(SOA and Rest Services;  JSON and XML Formats, Security enforcement)

Service Dev & Reusability

(Service Contracts, Invocation Outcome Standards, Governance Processes and templates)

Service Support 

& Monitoring

(Proactive Monitoring, Notifications)

Service

Discoverability
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ICC / SOA Services (To date) 

13

SOA Service Metrics



FY 18:  10,873,945 Service Calls (11 services)
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ICC / SOA Services Dashboard 
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Where we are going

15





Master Data Sources

(Books of Record)

Chart of Accounts (COA Hub)



People Hub



Enterprise Gateway (Data Services Layer)



Existing



Future Focus Areas







Facilities

SIS

Other (Online 

Map)






Banner



API Developer Portal



In progress

Service Consumers

Applications

Websites

Other Cloud Based Apps.

Building, Room, Location Data

Student Data, Courses, etc



Engagement & Governance Processes




Others

????

Workday
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Learn More – Confluence Site

https://yaleits.atlassian.net/wiki/spaces/BASP/overview
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Learn More – Developer Portal

https://developers.yale.edu/
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			74			73			73			83			66			63			77			70			74			59			62			63			76			84			84			65			74			97			89			84			88			90			81			78			73			73			57			66			61			64			76			74			69			78			73			70			63			64			60			-			67			73			73			73			71			76			65			70			78			78			67			82			70			75			59			64			59			63			67			91			93			103			91			90			84			84			83			75			81			74			74			71			77			70			72			66			69			69			65			65			67			62			58			59			61			61			55			60			53			48			47			50			45			43			39			42			44			52			43			36			34			39			40			41			57			51			49			45			47			46			45			45			52


																																																																																																																																																																		19			18			18			17			21			15			14			9			11			10			13			14			19			19			24			24			26			26			26			22			22			26			26			22			19			21			28			31			24			25			23			19			19			25			29			25			22			24			26			32			37			34			27			31			35			31			30			26			27			13			15			16			23			12			11			16			15			12			11			12











Sheet3


			Integrations
96 New R4 Integrations (10 additional that will be done post R4)
29 additional integrations developed between R1 and R4
40 Integrations delivered as part of R1 that need updates to support R4
131 Change Controls since the start of R4
XXX reports and dashboards
34 conversion programs written
HCM and pCard data marts
Hubs:  PeopleHub & COA Hub
GapApps (Panda, Child Scholarship, HomeBuyer, COA Convertor Tool, COA Validator Tool)
Services
10 enterprise / re-usable SOA services built in a very short time along with many formats supported (i.e. xml, JSON)
4 of the 10 services called by more than 20 consumers
Over 750K service requests since January (excludes test id’s used)
Many artifacts created:  Service Contracts, Service Versioning Strategy, Web Service Security Strategy, etc.
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Microsoft_Excel_Worksheet1.xlsx

FY 2019 Distinct Consumers


			Service			This week to last change			10/26-11/1/18			10/18-10/25/18			10/12-10/18/18			10/5-10/11/18			9/28-10/4/18			9/21-9/27/18			9/14-9/20/18			9/7-9/13/18			8/31-9/6/18			8/24-8/30/18			8/17-8/23/18			8/10-8/16/18			8/3-8/9/18			7/27-8/2/18			7/20-7/26/18			7/13-7/19/18			7/6-7/12/18			6/29-7/5/18


									Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers


			COASegmentService			None			9			9			9			9			9			9			9			9			9			9			9			9			9			10			10			10			10			10


			COAValidator - REST v1			None			20			20			20			20			20			20			20			20			20			20			20			20			20			21			21			21			21			21


			COAValidator - REST v2			None			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2


			COAValidator - SOAP			None			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3


			GetAppointmentService			None			3			3			3			3			3			3			3			3			3			3			2			2			2			3			3			3			3			3


			GetChangesService			None			4			4			4			4			4			4			4			4			4			4			4			4			4			5			5			5			5			5


			GetPeopleService			None			13			13			13			13			13			13			13			13			12			11			11			11			11			13			13			13			13			13


			PeopleService			None			13			13			13			13			13			13			13			13			12			11			11			11			11			11			11			11			11			11


			SearchByIndividual			None			29			29			29			29			29			29			29			28			28			28			28			28			28			28			28			28			28			28


			LimitedPeopleService			None			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2


			GetRoles			None			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4


			GetSupervisoryOrgs			None			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2


			Gained Unique Consumer(s)


			NOTE:  Metric logic was changed in August to count only successful distinct consumers which is the explanation for counts decreasing from previously reported.  Current metrics provide a more accurate picture of actual consumers although week to week could still vary depending on specific application needs.








FY 2019 Successful Calls


			Service			7/1-7/6			7/7-7/13			7/14-7/20			7/21-7/27			6/29-7/5/18			7/6-7/12/18			7/13-7/19/18			7/20-7/26/18			7/27-8/2/18			2018			8/3-8/9/18			8/10-8/16/18			8/17-8/23/18			8/24-8/30/18			2018			8/31-9/6/18			9/7-9/13/18			9/14-9/20/18			9/21-9/27/18			2018			9/28-10/4/18			10/5-10/11/18			10/12-10/18/18			10/19-10/25/18			10/26-11/1/18			2018			Call Change This Week to Last			% Call Change This Week to Last			Service


						Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			July
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			August
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			September
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			October
Weekly
Average


			COASegment			339			573			144			709			6243			2262			2195			4031			9304			4807			1946			2135			5253			2468			2951			5722			1814			2947			3688			3543			5354			3287			1907			3694			5613			3971			1919			51.95%			COASegment


			COAValidator - REST v1			65134			60681			118402			208729			199974			178485			97067			99402			234505			161887			121162			124043			138909			181133			141312			155798			137038			139285			154071			146548			229115			164879			152724			174322			234335			191075			60013			34.43%			COAValidator - REST v1


			COAValidator - REST v2			65134			60681			118402			208729			0			0			13			18			39			14			14			32			3			0			12			0			68			7			1			19			10			67			269			56			27			86			-29			-51.79%			COAValidator - REST v2


			COAValidator - SOAP			15992			19159			16776			10574			18135			21406			18628			23900			50398			26493			22771			17382			24994			23189			22084			38612			22826			28816			33524			30945			19413			28416			9063			28930			29966			23158			1036			3.58%			COAValidator - SOAP


			GetAppointmentService			2			17			18			20			31			28			29			26			27			28			27			26			23			28			26			35			32			33			28			32			22			23			27			26			29			25			3			11.54%			GetAppointmentService


			GetChangesService			11			177			8			10			211			186			126			130			146			160			290			145			146			160			185			173			162			157			167			165			141			87			39			44			52			73			8			18.18%			GetChangesService


			GetPeopleService			20			35			32			30			52			53			56			56			54			54			52			65			62			54			58			56			67			53			64			60			46			51			55			57			57			53			0			0.00%			GetPeopleService


			PeopleService			348			114			171			65			132			136			131			131			130			132			125			129			133			132			130			132			145			180			149			152			114			118			132			133			141			128			8			6.02%			PeopleService


			SearchByIndividual			3449			1403			8631			4594			368			614			1169			3789			764			1341			1265			970			912			793			985			1210			1153			1171			589			1031			556			884			845			727			665			735			-62			-8.53%			SearchByIndividual


			LimitedPeopleService			5			24			18			22			18			19			19			18			19			19			19			18			19			19			19			24			19			18			16			19			10			13			16			18			18			15			0			0.00%			LimitedPeopleService


			GetRoles			8092			9871			9575			10254			12477			12400			14783			15696			18885			14848			23978			22919			24153			23984			23759			23939			23844			23997			23833			23903			22710			23827			26191			31379			31095			27040			-284			-0.91%			GetRoles


			GetSupervisoryOrgs			2			4			6			6			13			14			22			25			28			20			25			28			24			24			25			28			28			24			28			27			24			29			20			24			24			24			0			0.00%			GetSupervisoryOrgs


			Total			158528			152739			272183			443742			237654			215603			134238			147222			314299			209803			171674			167892			194631			231984			191545			225729			187196			196688			216158			206443			277515			221681			191288			239410			302022			246383			62612			26.15%			Total


			Higher																																																																																							Higher


			Lower																																																																																							Lower


															67








FY 2018 Distinct Consumers


			Service			This week to last change			6/22-6/28/18			6/15-6/21/18			6/8-6/14/18			6/1-6/7/18			5/4-5/10/18			4/27-5/3/18			4/20-4/26/18			4/13-4/19/18			4/6-4/12/18			3/30-4/5/18			3/23-3/29/18			3/16-3/22/18			3/9-3/15/18			3/2-3/8/18			2/23-3/1/18			2/16-2/22/18			2/9-2/15/18			2/2-2/8/18			1/26-2/1/18			1/19-1/25/18			1/12-1/18/18			1/5-1/11/18			12/29-1/4/18			12/22-12/28			12/15-12/21			12/8-12/14			12/1-12/7			11/17-11/30			11/10-11/16			11/3-11/9			10/27-11/2			10/20-10/26			10/13-10/19			10/6-10/12			9/29-10/5			9/22-9/28			9/15-9/21			9/8 - 9/14			9/1 - 9/7			8/25-8/31			8/11-8/24			8/4-8/10			7/28-8/3			7/21-7/27			7/14-7/20			7/7-7/13			7/1-7/6


									Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers			Distinct Consumers


			COASegmentService			None			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			9			9			9			9			8			8			8			8			8			8			8			8			8			8			8			8			8			8			7			7			7


			COAValidator - REST v1			None			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			21			20			20			20			20			20			20			20			19			19			19			19			19			16


			COAValidator - REST v2			None


			COAValidator - SOAP			None			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3


			GetAppointmentService			None			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			3			2			2			2			2			2			2			2			2			2			2			1			1			1			1			1			1			1			1			1			1			1


			GetChangesService			None			5			5			5			5			5			5			5			5			5			5			5			5			5			5			5			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			3			3			3			3			3			3			3			3			2


			GetPeopleService			None			11			11			11			11			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			9			8			7			7			7			6			5			4


			PeopleService			None			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			11			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10			10


			SearchByIndividual			None			27			27			27			27			27			27			26			26			26			26			26			26			26			26			26			26			26			26			26			26			26			26			26			26			26			24			24			24			24			24			22			22			21			20			19			19			19			19			19			19			18			17			17			17			16			14			13


			LimitedPeopleService			None			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2


			GetRoles			None			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			4			3			3			3			3			3			3			3			3			3			3			3			2			2			2


			GetSupervisoryOrgs			None			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2			2


			Gained Unique Consumer(s)


			Service			7/1-7/6/17						This week to last change			New Consumers since
 Go Live


						Distinct Consumers			Distinct Consumers


			COASegment			7			10			None			+3


			COAValidator - REST			16			21			None			+5


			COAValidator - REST v2			n/a			n/a			n/a			n/a


			COAValidator - SOAP			3			3			None			--


			GetAppointmentService			1			3			None			+2


			GetChangesService			2			5			None			+3


			GetPeopleService			4			11			None			+7


			PeopleService			10			11			None			+1


			SearchByIndividual			13			27			None			+14


			LimitedPeopleService			2			2			None			--


			GetRoles			2			4			None			+2


			GetSupervisoryOrgs			2			2			None			--








FY 2018 Successful Calls


			Service			7/1-7/6			7/7-7/13			7/14-7/20			7/21-7/27			2017			7/28-8/3			8/4-8/10			8/18-8/24			8/25-8/31			2017			9/1 - 9/7			9/8 - 9/14			9/15-9/21			9/22-9/28			2017			9/29-10/5			10/6-10/12			10/13-10/19			10/20-10/26			2017			10/27-11/2			11/3-11/9			11/10-11/16			11/17-11/23			11/24-11/30			2017			12/1-12/7			12/8-12/14			12/15-12/21			12/22-12/28			2017			12/29-1/4			1/5-1/11/18			1/12-1/18/18			1/19-1/25/18			1/26-2/1/18			2018			2/2-2/8/18			2/9-2/15/18			2/16-2/22/18			2/23-3/1/18			2018			3/2-3/8/18			3/9-3/15/18			3/16-3/22/18			3/23-3/29/18			2018			3/30-4/5/18			4/6-4/12/18			4/13-4/19/18			4/20-4/26/18			4/27-5/3/18			2018			5/4-5/10/18			5/11-5/17/18			5/18-5/24/18			5/25-5/31/18			2018			6/1-6/7/18			6/8-6/14/18			6/15-6/21/18			6/22-6/28/18			2018			2018


						Successful Calls			Successful Calls			Successful Calls			Successful Calls			July
Weekly Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			August Weekly Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Sept
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Oct
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Nov
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Dec
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Jan
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Feb
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Mar
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Successful Calls			Apr
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			May
Weekly
Average			Successful Calls			Successful Calls			Successful Calls			Successful Calls			June
Weekly
Average			2018
Fiscal Year
Monthy Average


			COASegment			339			573			144			709			441			358			172			166			258			239			216			1908			2153			4415			2173			3672			10290			1783			2049			4449			12014			431			485			3451			2104			3697			4290			1786			3933			2119			3032			6584			1932			245			4404			6674			3968			456			3078			2016			7613			3291			1735			2093			10682			4638			4787			7016			2130			3875			4526			8463			5202			2003			1952			5751			9891			4899			4539			5377			2403			2505			3706			3324
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1. Overview



1.1 Purpose and Document Scope



This document is intended to help provide the specifics on how Web Service security is implemented and governed while working to help drive and ensure consistency in our SOA approach.

      The Service Oriented Architecture, Enterprise Service Bus (ESB) Document contains approved patterns for service consumer and service provider interactions.  In the ESB patterns, a service consuming application is responsible for generating a token containing a valid user ID and password for a service.  The service provider is responsible for accepting the token and validating the user ID and password before execution.  

    Active Directory(AD) ID’s will be used to implement the security token.  The service consumer will generate a token containing the ID and password that is associated with that consuming application service provider.  The service provider will validate that ID and password. 



1.2 Prerequisite



All systems projects (and application requests) are required to go thought the data governance process to obtain access to the data attributes/populations that will be needed by that integration.   Applications will either need an existing Service Account, or one will be created for them once approved, following the naming standards in place.



Data stewards will be identified for each of the source systems who will review and approve/reject requests.   Once approved (and depending on the source system), data attribute/populations level security can also be applied (this is specific to people hub at this time).   At the time of the latest revision, the following source systems and data stewards exist:  



		Source System

		Data Steward

		Security Level



		COA Hub

		Judy Offutt 

		Full Data Access



		People Hub

		Steve Fielding, Lakshmi Sundar

		Data Attribute / population level security














2 Naming Conventions and Tracking

2.1 ID Naming Convention

   The IDs that are created for the web service security will be associated to the consuming application.  To adhere to the directory naming convention and to limit the size of the IDs, IDs will be in the following format:

For Example - - YSM Com People the ID will:  s_ph_complp_ysm



Naming standard:

		s_

		This designates the account as a Service Account in the Active Directory



		ph_

		Represents that the account is to be used by the Source System (i.e. PeopleHub)



		complp_

		This is 3-6 chars representing your application (YOU NEED TO MAKE THIS UP and replace the complp)



		ysm

		The Organization Unit for the consuming application (ie. ysm, law, som, its)







Once the request for data access had been approved thru the governance process, the Service Provider group will work with the Service Consumer to determine if an existing ID will / can be used.   If not, the Data Services and API’s team will initiate a request to client services with the name to be created (working in conjunction with the application team on a appropriate and agreed upon name).



NOTE:  Services are for specific application use and currently there are no plans to provide access at the NET ID level.



2.2 Tracking IDS and Consumer Names

   The Web Security ID DB (Quickbase) will be used to tack all ids and consumer names.  See sheet(Section 3.5 for link) for example naming.  The definition of the columns in the sheet are:

· Domain – Service domain, i.e. Finance, HR, Student, etc

· Service Name – Enterprise Service name of the service

· Consuming Application Name – Consumer name (i.e.  Banner, Workday, IIQ)

· Service Account – AD service account to be used by Service

· Local Vs AD Account – Direct connection vs service account connection

· Version – version of service being consumed

· Access Type – is an AD account or local account being used

· Date Consumed – date that the applications will start consuming the service

· Primary Technical Owner –  Person who is responsible for ensuring that the service consuming application is configured correctly.

· Secondary Technical Owner –  Backup Person who is responsible for ensuring that the service consuming application is configured correctly.

· Function Owner – Business owner who is responsible for the consuming application.

* Quickbase is the tool / DB currently being used to track and maintain this information.



3 Procedures

3.1 Data Governance

  The Data Governance request will need to be filled out for review by the Data Governance committee.  A System Analyst should help complete this document.   Those on the Services team can also help provide additional help and support and used as a resource if needed.



Find this document here:

https://projects.yale.edu/ERP01/Project%20Documents/Financials%20Team/25.%20System%20Remediation/IDR%20Identity%20Grouping/People%20Attribute%20Release%20Request%20Form_Workday%20Release%204%20System%20Remediation.docx





3.2 Active Directory(AD) ID request

  The ID and password needed by the consuming application should be created at this step.



Open an Incident in Service Now (the Yellow areas need to be filled in with your information)

[image: ]



Once the account is created you will need to retrieve the password (you should get an email from ServiceNow stating the incident is closed).  Open a web browser and go to files.yale.edu.



[image: ]

Click on the messages icon in the upper right corner.



[image: ]

Click on the message (in this case it is the pbt).   The message will pop up on the right and the password is in the body (on this message it is where the red line is).






3.3 Service Level Contract

As a SOA principle, a service contract is comprised of one or more published documents (called service description documents) that express meta information about a service. The fundamental part of a service contract consists of the service description documents that express its technical interface. These form the technical service contract which essentially establishes an API into the functionality offered by the service.



For each SOA service created a service contract will be created.   A confluence page has been created that houses each of these contracts and associated information:  https://yaleits.atlassian.net/wiki/spaces/BASP/overview.



The following service level contacts have been created to date



		Service Name

		Confluence Link Site



		People 

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/PeopleService_v1.xlsx



		COA Segment

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/COASegmentService_v1.xlsx



		COA Validator

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/COAValidator_v1.xlsx



		Appointment

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/AppointmentService_v1.xlsx



		Get Change

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/GetChangesService_v1.xlsx



		SearchByIndividual

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/GetChangesService_v1.xlsx



		Roles

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/GetRoles_v1.xlsx?api=v2



		GetSupervisoryOrg

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/GetSupervisoryOrgs_v1.xlsx?api=v2



		LimitedPeople

		https://yaleits.atlassian.net/wiki/download/attachments/50134493/LimitedPeopleService_v1.xlsx?api=v2













3.4 New Services 



    In the event that an existing Web Services does not meet the need of a Service Consumer, then the team will look at the feasibility of creating a new (or enhancing existing) SOA service.  A ServiceNow ticket should be open with BSG team (Data Services and API’S) and the BSG System Analysis will reach out to begin the requirements gathering process.





image3.png

i ale Service Management

7% ( Fiter ® ‘ < ‘ = Incident - INCO792957 (7 ¢ ) = N FE ‘ Update ‘ Reopen |
Self-Service
. omopage Client | [Ban Young (pestby)! |[= Opened | 20160804 14:18:56

Request
* Requ Cotact | Bilan Young (pestey)! || e Closed |
- Bomgar

4+ Call back number 03) 436300 \ “ Assignment Group \ Server Management - Windows alla

H Visual Task Boards
S Incidents - Location | 255P 502 | Impact | 4- Individual v
7 Watched Incidents E——
i ¢ Busiess senice | eSS A AGTBUaa Syl e || © vacnust [ @ | ]
e Requested ltems R
. Watched Requested tems Service Offering is : HR and Payroll Systems
S My Profile % Category Access H ® ‘
77 My Tags

My Knoviedge Aticles % Short description | Active Direcory Service Account nesded Q
7 My Assessments & Surveys
e < Description | I need a Active Directory service account with LDAP created. Please name the account: - sphyeamplpLysi
1 Callers







image4.png

Yale Secure File Transfer

& Brian Young (pestoy)

(= user Quota:

@ Account
& Logout

) My Files

| 4Upload | | & Manage Groups | | X Delete |

Uploaded Files
O Name size Expires

Files Shared with You (0)

Name size Expires

There are no fles shared with you.

Upload Requests (0)

Yale Secure File
Transfer aious you to share fies
with other people both insice and
outside of Yale University. It s 2
temporary and secure storage system
for sharing files and data. To begin,
click the upload button or reference
the Quick Help below.

Need a file from a Non-Vale person?

I you need a fle from someone who
Goesn't have a Yale Secure File
Transter account,you'l need to email
them an Upioad Request,

| [ Request Upload |
Quick Help

How do'upload a fie?
How do’ share a file?
How do1 send a message?
Showal,

QuickTip

Share or gelete multple s, groups,
‘and messages using checkboxes. Show
all.







image5.png







image1.jpg

PEOPLE PROCESS

Empower decision
makers

Align IT with
business operation:

SOA

| Service Oriented |
Architecture

PLATFORM PRACTICE

crease operations
aeffeciency

Employ best practice
methology







image2.jpeg

PEOPLE PROCESS

Empower decision
makers

Align IT with
business operation:

SOA

| Service Oriented |
Architecture

PLATFORM PRACTICE

crease operations
aeffeciency

Employ best practice
methology








image6.emf
SOA Service  Versioning Strategy.docx


SOA Service Versioning Strategy.docx




        SOA Data Integration Services 





SOA Data Integration Services

Services Version Strategy



SOA Data Integration Services


















	



























































November 2016



Document Control Information

Document Information

		Document Identification

		SOA Data Integration Services 



		Document Name

		Services Versioning Strategy



		Document Author

		Darrell Cook





Document Edit History

		Version

		Date

		Additions/Modifications

		Prepared/Revised by



		0.1

		Oct 26, 2016

		Initial draft – with content (Overview, Strategy, Versioning Rules, Deprication)

		Darrell Cook



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		







Questions – SOA integration Data Services or Institutional Data Services

[bookmark: _Toc226456967][bookmark: _Ref226997660]


Table of Contents

1	Introduction and SOA Service Version Strategy Overview	4

1.1	Inputs	Error! Bookmark not defined.

2	Service Strategy	5

2.1	Service Versioning Rules	Error! Bookmark not defined.

2.2	 Service Deprecation Strategy…………………………………………………………………………… 7	

3	Service Versioning with Source Control Tools	8

3.1	xx	8

Figure 1. xx	Error! Bookmark not defined.

4	Service Packaging and Deployments	9

4.1	xxx	Error! Bookmark not defined.

4.2	xxx 	Error! Bookmark not defined.

5	xxx	Error! Bookmark not defined.

5.1	xx	Error! Bookmark not defined.

Figure 2. xxxs	Error! Bookmark not defined.

5.2	xx	Error! Bookmark not defined.

Fxxx.	Error! Bookmark not defined.

5.3	xx	Error! Bookmark not defined.

6	xx	Error! Bookmark not defined.

7	Open Questions	Error! Bookmark not defined.

8	Glossary	9

9	Appendix A – 	10

10	Appendix B - 	Error! Bookmark not defined.

11	Appendix C – 	Error! Bookmark not defined.




        SOA Data Integration Services 





SOA Integration Data Services   								       8 of 10
Services Version Strategy

[bookmark: _Toc374623330]Introduction and SOA Service Version Strategy Overview

This document is intended to provide the necessary and appropriate level of details around the standards and guidelines to be used in service versioning here at Yale.   As part of the Workday initiative (R4), significant effort is underway to design, build and expose services accessing the People Hub data source.   This would provide applications with a larger set of people data and populations types than is contained in Workday alone.  This is Yale’s first attempt at delivering a true set of SOA (Service Oriented Architecture) services.    Several artifacts are being created to provide the necessary framework for properly rolling out and implementing SOA services here at Yale.  Such artifacts include a Service Contract, an Invocation Outcome standards document, a Web Service Security document, Consumer Usage Plans, as well as this Service Versioning strategy document.  



With the creation of SOA services, reusability is a key principle.   As more and more service consumers are engaged, new requirements will generate new service versions.   Services will continuously need to evolve and procedures need to be put into place that will ensure existing consumers are not impacted.     This document will help to determine what changes will constitute major version changes versus minor version changes as well as guidelines for how Yale can best manage version deprecation.









Service Strategy

A well documented and understood version strategy will help in dealing with changes to services, now and in the future.  Versioning will allow for several variations of the same service to exist simultaneously.   While ensuring that existing service consumers are using older versions, it will enable newer consumers to move to any newer and more recent services available.    The following pictures shows how two service consumers can consume different service versions (and also migrating to minor versions as well).

Can migrate easily to minor version with none to minimal impact

Service Version 2

Service Version 1.1

Service Version 1.0

Service Consumer 2

Service Consumer 1





















This service strategy will also describe what changes within the service structure will constitute a major version versus a minor version.  Additionally, laying out a service deprecation strategy will also be outlined to ensure that services are and can be properly retired.   This is important so that the service maintenance activities will not become unmanageable.




[bookmark: _Toc374623335]Service Versioning Rules 

The following section provides some of the rules / guidelines for changes that will ultimately determine whether a service will require either minor version changes or major version changes.   Major versions will be noted in the subsequent document as M (M=Major version) and minor versions will be noted as m (m=minor versions).

Version routing will be used to support two versions of a service that will need to be available at the saem time.  The decision of how to route is based on the version of the Layer 7 gateway URL consumed.

There maybe a number of influencing factors that can and will influence service changes.  The primary factors that will drive several of these decisions will be in regards to schema changes. 



Schema Changes

	The following changes made (or anticipated) to the service schema, that do not affect any existing consumers, would constitute minor (m) version changes.

· Insignificant changes to schema that would include adding documentation, formatting (not data type changes), commenting, etc should not result in a major version

· If a service is not yet released in production and continues to undergo development changes.   Major service versions should be done once they are deployed to production.

· Adding additional response attributes to the service that don’t have critical impacts to the overall schema

The following however are more intrusive changes and would have possible or definite service consumer impacts.  These changes would constitute Major (m) version changes.

· The addition of new required elements to a type

· Changing of a request parameter from “optional” and/or “conditional” to “required”.  Even relocation of elements within types from one part of the service to another.

· Adding or removing an enumeration value

· Removing or renaming a global type or element

· Any change to field data types or the addition of restrictions



Production Fixes

	Production fixes are also another influencing factor and aspect to service versioning.   It is expected that a production fix would not result in a major version.  It would be considered a fix to the current version (M.m) of the service that was previously deployed in production.   Once deployed, a production fix to an existing service would increment the minor version by 1 (i.e. M.m+1).



Other

	There may be other influencing factors or decisions that could also alter service versioning.   Changes to the overall service implementation, backout plans, etc are other possible examples.  Regardless of the change there should be proper analysis and agreement on whether the changes being made would constitute a major or minor version change.   If agreement is not reachable, then it is always safest to initiate a major (M.) version change as well as proper communication to service consumers.

It is important to note that regardless of a minor version change or a major version change, existing consumers should be notified and proper testing should be performed to ensure that there are no impacts.

Service Deprecation

The service deprecation (or sun setting) strategy is an important aspect in order to support the delivery of new versions, while at the same time, maintaining existing versions.   The service sun setting strategy will primarily apply to major service versions.   Minor service versions should not constitute service consumer changes and impacts, therefore will be implemented in production without impacts to the gateway URL’s.



The goal should be to support no more than three service versions (for a given service).  These versions should be reflective of the following

· vM(n-1):  This represents one service version back from the latest and greatest version in production

· vM(n):  This represents the current service version in production

· vM(n+1):  This would represent the future service release targeted for production based on new requirement changes.   Prior to releasing another version of this service, enforcement on service consumers using the existing VM(n-1) should be made to move them to the newest version in production or ideally the future state version (to be tested along the same production deployment timeline).	



[bookmark: _GoBack]Service Packaging and Deployment
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[bookmark: _Toc374623355]Appendix A – Design Considerations, Constraints and Limitations
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WebMethods vs Talend Build Decision Guide

Strategic Goal: You should use Talend, unless you have a valid reason to use WebMethods. This guide should be used to help determine your best option.

2

Is PGP
encryption
required?

Does the
integration exist
currently?

Do input files
ome via Email?,

Development
Request

Do you need to
queue data?

No
Yes
Yes
Yes Yes

Y

5
Isitona q 0 You requirt
strategic Yes, WebMethods—————p>| W::I\':Iselt:i::ls < Yes B2B Trading
platform? Network?

Yes, Talend
. No
Requires
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Sources?
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choice
# Criteria WebMethods | Talend Preferred
1/6 | Strategy If an integration already exists on a strategic platform, it should remain on that platform.
2 PGP Encrypting/Decrypting files is available As an open source software PGP WebMethods
Encryption encryption/decryption is not built in.
3 Queuing webMethods is very strong in Messaging - Is available, but unknown if queuing works well and is | WebMethods
Data/Broker publish/subscribe - Broker/JMS - used in several not configured on the server.
integrations to decouple dependency on backend
systems and processing
4 Email Input Use of email ports and invoking services based on Not available without implementing a broker. WebMethods
from/to, subject, content-type, attachment file.
5 B2B Trading Ability to have partner profiles, document types, Does not offer B2B trading network WebMethods
Network processing rules. Transactions are persisted to the

trading network and can be re-processed or re-
submitted upon failure.

7 XML Files Supports DOM/SAX Supports DOM/SAX. Can join multiple XML files/web Talend
services together without having to offload the data
into hash tables/memory first.

7 Many to One Can process, but WebMethods does not directly join | Can join files of different types of files/databases Talend
data files together. directly to each other. This increases processing time,
particularly for large XML.
8 Re-Usability If there is a similar job or re-useable code in one of the strategic platforms that can significantly cut down on

development time, then considerations should be made to code the new job on that platform. Both Talend
and WebMethods allow re-using code sections in other jobs.

Source Control | Manual backup to SVN/GIT Automatic backup to GIT/SVN(existing jobs only) Talend
Web Service Any job built in webmethods can be exposed as a Most re-usable web services at Yale have been built Talend
Development REST service easily. Converting to SOAP service is on Talend across several teams. The setup for ESB

just a few extra clicks. Easy application of WS-| processing and monitoring is well configured on

compliant security. Talend. Built in support for running web services to

output varied data types without extra coding.

Supportability | Teams that use WebMethods have a lot of jobs Talend is newer to the university (<5yrs), but has over

using this platform and a lot of experience working 30 active developers across many teams. Because it is

with it. These teams generally have a need for one open source, documentation and online tutorials are

of the noted features listed in this chart, but readily available for free making it easy to pick up.

quantity of developers is limited.
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REST vs SOAP Build Decision Guide

Strategic Goal: You should use REST, unless you have a valid reason to use SOAP. This guide should be used to help determine your best option.

API Build
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Is data security a
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complex
transactions?

Process multiple
requests at a time?
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Yes @
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sufficient?
# | Criteria REST | SOAP | Preferred
Informational data about each type
Style Architectural Protocol N/A
Function Data-driven: access a resource for data Function-driven: transfer structured Depends on
information Purpose
Performance Requires less resources/bandwidth Requires more resources/bandwidth REST
Complexity Simpler, does not require complex Must understand details about the requests and | REST
knowledge of the system to use validations to use
Details related to decision questions
1 Data Formats XML, JSON, CSV, HTML, etc Only XML is allowed REST
2 Browser Client Supported, can be accessed from web Not Supported REST
browsers
3 Caching Holding response data in a cache can be used | Does not support REST
to resend data to eliminate server processing
for same request
4 Validation Not required, but can be configured Methods, operations, encoding, and data must SOAP
be validated to ensure proper messages are
received
5 State Stateless Retains state, good for processing multiple Depends on
requests Purpose
6/7 | Encryption SSL/HTTPS Available (point-to-point) SSL + WS-Security (end-to-end) SOAP
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